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Code of practice — Installation of mobile radio and ancillary equipment

Foreword

This code of practice document applies when installing all forms of mobile radio and telephony
equipment, along with any ancillary or auxiliary products, in land based vehicles of various types.
The guidance within this document does not differentiate between the types of apparatus and end
services provided, whether voice systems, data services or other applications, as each piece of

equipment being fitted to a vehicle is to be treated as an entity requiring power, wiring, connectors,
fixings and subsequent testing to prove the robustness and quality of the installation.

The ultimate aim of this code of practice is to help achieve:
A SATISFIED CUSTOMER WITH A SAFE AND EFFICIENT INSTALLATION

Attention is drawn to the beginning of section 2 which states the obligations and responsibility that an
installer has. Reference to ‘customer’ in this document includes the end user, their agent or their
appointed agent.

This code of practice is not a mandatory document and is published as guidance and best practice.
Where specific equipment and/or vehicle manufacturers’ procedures for installation exist, they take
precedence over procedures stated in this document.

No liability whatsoever, in respect of damage to vehicles, equipment or personnel, can be accepted by
either the publishers or any persons involved in the writing of this document.

ARCIA gratefully acknowledges the cooperation and support of the UK Federation of Communication
Services in permitting the adaption of their basic document as part of the preparation of this ‘Code of
Practice’— ARCIA believes that the alignment of international guidelines in relevant standards is a process
to be encouraged at all levels of industry
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Scope
This code of practice provides guidance for the installation in land based vehicles of:

mobile telephones and other communication devices such as PDA and data terminals business
radio such as PBR equipment

in-vehicle mounting kits for transportable and handheld equipment mobile equipment
telematics

ancillary and auxiliary equipment associated with the above

It does not cover the installation of equipment in aeronautical or marine environments.

This code of practice:

details recommended methods for safe and efficient installation of equipment in the vehicle
covers aspects of safety relating to installation of additional physical equipment in vehicles
recommends the installation methods to minimise the possibility of electromagnetic
interference between the installed equipment and the vehicle’s electrical and electronic
systems

gives recommendations for instructing vehicle users in the efficient use of radio
communications equipment along with reference to the statutory requirements associated with
the operation of such equipment in moving vehicles

Appendix A illustrates the installation process in a flow chart.

Version Date Variation Author
1.0 12/12/2014 Initial draft from FCS document 1632:2010 | Miller
1.1 16/12/2014 Add ADR and installation special notes | Miller
1.2 23/01/2015 Incorporate local installer additions | Miller

January 2015
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1. Definitions and Abbreviations

1.1.  Definitions
For the purposes of this Code of Practice, the following definitions apply:

Aerial base - A standard base mount that a whip antenna screws on to. The base incorporates a
coaxial lead to connect the antenna to the radio.

Ancillary equipment - Any equipment required as part of the installation in addition to the radio (e.g.
voltage converter).

Auxiliary equipment - Any equipment which forms additional communication functions.

Audio muting - It is a common requirement to facilitate for the in-car entertainment (ICE) audio to be
turned down or switched off when speech from radio equipment needs to be heard. In addition audio
from the radio equipment can be routed through the ICE audio.

Australian Design Rules — the requirements set by Australian Legislation which govern the many
areas of design for equipment in and on motor vehicles. In general terms the ADR requirements match
those of the United Nations Economic Commission for Europe

Bluetooth - A standard for short range wireless connectivity, often used for audio and control
functions, but can also be used for low speed data transfer.

Cellular Network - A radio network that provides coverage with a number of cells (individual coverage
areas) linked together to allow frequent re-use of radio frequencies and provide greater traffic
capacity. GSM, 3G and TETRA networks are examples of cellular networks

Clear view area - A space left within treated glass to allow radio frequency to penetrate.

This is typically for a road toll transponder that communicates with a reader as the vehicle passes
through a toll booth.

Earth or ground bonding - To reduce EMC emissions levels and improve EMC immunity performance
within a vehicle’s electronic apparatus and systems these are electrically ‘earth bonded’ to a common
earth platform, normally considered to be the vehicle chassis. The bond resistance can be tested with
a milliohm meter to ensure the installation retains the bonding.

Equipment supplier - The supplier of the equipment to the installer, which may be a dealer, distributor
or manufacturer.

Databus - Electrical systems and cabling within the vehicle used for control and communication
between its various electronic modules. A typical type is the CAN bus.

Ground bond - See Earth bonding above.

Ground plane - A conducting plane of a minimum dimension proportional to the wavelength on which a
panel mount antenna is fitted.

Hybrid vehicle — A vehicle that may be either purely electric or a combination of electric and internal
combustion engine driven.

Ignition feed - A source of power that is switched on when the vehicle’s engine is running. Equipment
can use the ignition feed for power as it allows a reasonable current draw (check the vehicle
specification before use). Compare to ignition sense below.

Ignition sense - Ignition sense can be used to determine whether the vehicle’s engine is running and
subsequently equipment can switch on or off as appropriate. This is different from an ignition feed,
see above, as ignition sense is only a signal line and will not provide adequate current to power
equipment.

In Car Entertainment or ICE - ICE is a generic term used to describe broadcast radio, CD tuners,
navigation and computer screens and so on fitted to vehicles.

Installer - Radio equipment installation technician undertaking the work on the vehicle.

ISM Band - Unlicensed ‘Industrial, Scientific and Medical’ short-range radio frequency bands where
the unlicensed operation requires devices to be tolerant of interference from other such devices.
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Radiating element - Part of an antenna system that radiates (emits) the signal. Radio system.
Telematics - A word typically used to describe the use of Global Positioning

System (GPS) integrated with computers and mobile communications technology for automotive
navigation and data systems.

Telemute - Mute system to quieten the vehicle’s in-car entertainment (ICE) system when the radio or
telephone system is in operation (e.g. receiving a call).

Vehicle Identification Number - A unique number typically found near or within the engine bay, also
known as the chassis number.

Vehicle Supplier - May be a manufacturer, dealer or the importer of the vehicle who is responsible for
placing it on the market.

1.2. Abbreviations
For the purposes of this Code of Practice, the following abbreviations apply:

2G 2nd Generation Mobile Network, typically GSM

3G 3rd Generation Mobile Network, typically UMTS
ADR Australian Design Rules

AVL Automatic Vehicle Location

CAN Controller area network — a form of databus

CNG Compressed Natural Gas

DC Direct Current

DoC Declaration of Conformity

DVM Digital volt meter

ECU Electronic Control Unit

EEE Electrical and Electronic Equipment

EMC Electromagnetic Compatibility

EMI Electromagnetic Interference

ERP Effective Radiated Power

ESA Electronic Sub Assembly

ETSI European Telecommunications Standards Institute
GPS Global positioning system

GSM Global System Mobile, Groupe Speciale Mobile or Global Specification for Mobile. ETSI

European standard for digital cellular mobile telephony services, also known as 2G
GVW Gross Vehicle Weight

HT High Tension i.e. the high voltage circuits of the ignition system
Hz Hertz, a unit of frequency equal to one cycle per second

ICE In Car Entertainment

ISO International Standards Organisation

JSA Job Safety Analysis — a process for the review of work-place safety risks
kHz Kilohertz, 103 Hz

LPG Liquefied Petroleum Gas

MDT Mobile Data Terminal

MDU Mobile Data Unit

MHz Megahertz, 400MHz

PBR Professional/Private Business Radio (also known as PMR)
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PC
PDA
PMR
PPE
PTT
RF
RFI
RSSI
RX
SAP
SIM
SRS
SVA
TETRA
TX
VHF
VIN
VSWR
UHF
UMTS

WEEE
WLAN

January 2015
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Personal Computer

Personal Digital Assistant

Professional/Private Mobile Radio (also known as PBR)
Personal protective equipment

Press to Talk

Radio Frequency

Radio Frequency Interference

Received signal strength indicator

Receive

SIM access profile

Subscriber identity module

Supplementary Restraining System

Single Vehicle Architecture

Terrestrial trunked radio — a digital typically cellular version of PBR
Transmit

Very High Frequency 30 MHz to 300 MHz

Vehicle ldentification Number

Voltage Standing Wave Ratio

Ultra High Frequency 300 MHz and 3 GHz (3000 MHz).

Universal Mobile Telecommunications System, 3G or third generation digital cellular
mobile telephony

Watts
Waste Electrical and Electronic Equipment
Wireless Local Area Network

Australian Radio Communications Industry Association
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2. Guidelines for safe & legal installation of equipment

The installer has a responsibility to ensure the safety of the vehicle has been maintained once work to
fit the equipment has been completed.

This responsibility remains with the installer for the work undertaken and may not be transferred.
Having the customer sign off after the job completion does not transfer liability for safety.

Due consideration must be taken by the installer to ensure that safety is not compromised by any
customer demands, see section 2.3.

2.1. Insurance

The installer must have adequate insurance to cover against any reasonable claim or liability with the
level of insurance cover in line with current insurance recommendations. Evidence of the insurance
cover must be provided on request.

2.2. Legal compliance requirements
Equipment installed into vehicles must be compliant with regulatory requirements.

2.2.1. Specialised vehicle compliance requirements
Vehicles which fall into the following categories:

carrying dangerous goods (such as petrol, gas, fertiliser or sugar)

subject to ADR

emergency service vehicles agricultural equipment mobile machinery

hybrid, electric and gas-propelled vehicles

may be subject to further safety regulations e.g. specific intrinsically safe and petrochemical
specifications. In the case of the first two in the list, and in the interest of safety, the
instructions and advice from the Energy Institute must be followed. See appendices B and C
for sources of information in this respect, see section 2.2.5 for further requirements with
vehicles carrying dangerous goods.

2.2.2. Compliance for vehicles carrying dangerous goods

Any installation in a vehicle intended for the transport of dangerous goods (such as petrol, gas,
fertiliser or sugar) must comply with both the ADR regulations and any relevant code of practice for
that industry.

The recommendations are intended to minimise the risk of radio frequency induced sparking in
equipment that may be close to or mounted on the vehicle. It provides guidance for the installation of
any radio communications equipment and any auxiliary/ancillary devices that are permanently
mounted in the cab of a petroleum carrying vehicle. The requirements are also that under fault
conditions, the radio equipment enclosures cannot raise to voltage potentials and/or temperatures that
may be a source of ignition.

January 2015 Australian Radio Communications Industry Association 11
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2.3. Legal requirements for installation work

Installation of equipment must be in conformance with the Regulations and the general provision that
“The vehicle shall be safe”.

Any modification to the vehicle must be performed in such a way that it does not create a condition
where danger is likely to be caused to the driver, passengers or other road users.

There should be no rough, sharp or protruding edges that could be impacted by the vehicle’s
occupants in an accident.

The controls, displays and cabling including any microphone/handset lead of the installed equipment
must never obscure nor obstruct instruments, vehicle controls or the swept area of the windscreen;
neither should their operation distract or impede the driver. See Appendix H for information on the
windscreen swept area.

If the driver is the prime user of the equipment all necessary controls should be positioned within
reach of the driver but not in such a way that the driver’s attention is distracted from the road or that
the view of the road is obscured. The driver's view of the road scene should be unimpeded.

2.3.1. Use of equipment & vehicle supplier’s instructions

For new vehicles there will be an obligation on the vehicle manufacturer to make publicly available
information about the correct installation of after-market mobile radio equipment whose frequency,
power level and suitable antenna positions has been included in the vehicle type approval.

The installation procedure must include verifying whether such information is available for the vehicle
by using all reasonable attempts to obtain it, possibly in conjunction with the customer.

The installation information may be in the vehicle handbook, on a website or in leaflets available from
dealers or importers.

The information, once obtained, should be followed during the installation procedure.

Approved mobile radio equipment intended for vehicle installation, however, must be supplied
complete with the instructions for installation.

Where the equipment installation instructions and vehicle installation instructions conflict, advice
should be sought from the manufacturer. If vehicle installation information is unavailable the
equipment installation instructions should be followed, taking into consideration the guidance in this
document where ambiguities or situations specific to the vehicle exist.

Equipment & vehicle supplier’s warranty

Installation of mobile radio equipment to any part of the vehicle other than an authorised connection or
mounting point may invalidate the vehicle warranty. If there is doubt the vehicle or equipment
suppliers should be consulted. When provided, the vehicle manufacturer’s radio equipment
installation instructions should be used as the prime guide.

2.3.2. Disposal of electronic equipment and batteries

Installers should assess the situation and if necessary include an allowance for equipment disposal
when agreeing the terms of new business.
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Secure disposal

Items of secure (encrypted) equipment, such as PMR or Emergency Services radio, must be disposed
of securely under the terms imposed by the Government regulatory authorities.

The Data Protection consideration may require that procedures are followed for the secure disposal of
any equipment and storage media that may contain personal data (e.g. CCTV images, stored location
information and so on). It may be necessary for the installer to ensure correct protocol is adhered to
for the handling of such data and the media on which it is stored (hard drive, memory cards etc).

2.4. General safety during installation

Care should be taken during all phases of the installation and, where applicable, de-installation
process to prevent danger to people and damage to the vehicle, equipment and materials.

2.4.1. Safety of personnel

Any person installing mobile radio or any other equipment into motor vehicles must be mindful of
personal safety and safety of others at all times.

To ensure suitable and safe conditions for the installer, allowing a good quality installation to be safely
completed, work undertaken shall be done and take place in a suitable dry and well lit location and/or
facility all in accordance with the various Health and Safety at Work Acts and all subsequent
amendments.

Risk and safety assessments should be undertaken to conform to the relevant legislations to show
that the working environment is safe. For example working on large vehicles could result in
environments that fall under the Working at Heights Directive.

To meet the obligations of the Provision and Use of Work Equipment installers should have adequate
information, instruction and training for the tools and equipment being used. Equipment should also:

be suitable for the intended use,

safe and maintained in a safe condition

inspected to ensure this remains the case;

accompanied by suitable safety measures, e.g. protective devices, markings, warnings

2.4.2. Working environment

Where applicable specific on-site registration, risk assessment and site access times must be adhered
to, along with any requirements for clothing. In addition, a ‘Permit to Work’ will be necessary when
working on sites controlled by other organisations to control risk.

24.21. Safety on specific installation sites

Certain installation locations have restrictions on work that can be undertaken on site. Before
commencing work it should be confirmed with the relevant Safety Officer or some other responsible
person that installation work complies with applicable safety regulations. Where applicable a ‘Permit
to Work’ should be in place to demonstrate risk assessment has been done.

2.4.3. Clothing

Appropriate clothing should be worn so as not to cause a hazard to the installer or damage to the
vehicle. Suggestions are:

e clean overall/dust coat, free from unprotected sharp buttons and zip fasteners tools removed
from pockets

e watches or other metallic items such as jewellery that could damage paintwork, or come in
contact with the battery supply, are removed. If, for example, a ring cannot be removed it
should be covered with suitable insulating material
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Special clothing should be worn if required, i.e. high visibility jackets, safety shoes, etc. Personal
protective equipment (PPE) should also be used if required (for example protective goggles worn if
drilling a hole).

2.5. Locating equipment

UNDER NO CIRCUMSTANCES MUST INSTALLED EQUIPMENT BE LEFT LOOSE IN THE
VEHICLE. IT MUST BE SECURELY MOUNTED IN POSITION see section 2.6.1

The equipment must be located in such a position as to be suitable for use by occupants of the vehicle
without compromising safety. See section 2 regards installer obligations.

Equipment should be located in such a manner that:

The equipment and associated cables are not susceptible to damage during use

Ventilation for the equipment is not restricted

Equipment cannot be exposed to water damage

Access is not barred to vehicle items in the load storage area, such as wheel jack, fire

extinguishers, spare wheel etc., by virtue of the equipment’s location or mounting arrangement
o Connections to the equipment should be easily accessible so it can be removed for operation

in transportable mode, or for repairs and servicing

o The installation complies with legal requirements in section 2.2

Check the ‘windscreen swept area’ to ensure the driver’s view is unimpeded. All other items

associated with the installation (for example Bluetooth devices, handsets and PDAs) should be
secured.

Where a hand portable or transportable unit such as a laptop or PDA is to be installed in a vehicle the
correct vehicle/car adapter kit must be used.

2.5.1. Locating equipment & cables in vehicles fitted with airbags & SRS

Most vehicles are fitted with driver and passenger airbags, seat belt pre-tensioners and other SRS.
These safety items activate in the event of an accident and can be located in the steering wheel,
under the dashboard fascia and are often also in other locations, for example sides of seats, front
pillars and side ceiling.

Airbags will affect the install location of equipment and associated cabling as consideration must be
given to what happens when an airbag deploys. The equipment and its cabling must not impede the
airbag operation and inflation.

The vehicle instruction manual and, if necessary, vehicle manufacturer should be consulted in case of
doubt over the location of airbags and their inflation in the event of an accident.

Care must be taken during install to avoid any possibility of inadvertently triggering the airbag or SRS
equipment.

Also see section 2.9.2.2 regarding seat mounted airbags.

2.6. Fixings, connectors and tools
It is the responsibility of the installer to ensure that all equipment is safely installed and fixed securely.

2.6.1. Fixings
The fixings supplied with the device by the equipment manufacturer may not always be suitable.

All fixings must be left so that there are no sharp protrusions in order to avoid injury hazards, see
section 2.3.

Consideration should also be given where the equipment is to be fitted into an area of the vehicle that
may be occupied by passengers. Some specialist vehicles will require the equipment to withstand
specified g-force to avoid equipment breaking loose and causing injury to passengers in the event the
vehicle is involved in an accident.
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2.6.1.1. Fixing types

The type of fixing to be used will depend on the size and weight of the equipment to be secured, the
material being fixed to and any loading likely to be put on the equipment and fixings when the vehicle
is in use.

In many cases simple self tapping screws will suffice but are not recommended as prime options when
fitting items of relatively high mass, for example transceiver main units. In addition the use of self
tapping screws will need to be reviewed if the fixings are subject to an additional load, i.e. equipment
fitted to the underside of a shelf or to a vertical wall or bulkhead. With the use of self-tapping screws
care must be taken because they can work loose.

Bolts, washers and nuts should be used in preference. Wherever possible bolts with locking nuts, plain
nuts with shake-proof washers or hank bushes should be used, particularly where the fixing is for a
heavy item or where it may be subject to rough handling.

Plastic fixings should meet the flammability requirements imposed by the type of vehicle the
equipment is being fitted to.

2.6.1.2. Methods of fixing equipment
Methods of fixing equipment can include:

e Screw/ bolts with locking nuts or plain nuts with shake-proof washers are the preferred method
to be used, particularly where the fixing is for a heavy item and/or where it may be subject to
rough handling
(This method may not always be practicable unless both sides of the holding surface are
accessible)

¢ Rivet nuts offer a stronger solution than self tapping screws. Rivet nuts come in various types
and provide a blind nut or a threaded stud
(These fixings often require special tools for fitting)

o Self tapping screws are acceptable where a strong and secure surface is available to screw
into, and the back of the screw does not protrude into an accessible area leaving a sharp point
that may cause injury or damage.

(Be aware that self-tapping screws can work loose)

o Self tapping screws combined with flat nuts, or spring nuts may be used where fixing to softer
or thinner materials and where the screw alone would not offer sufficient grip.

¢ Rivets provide a more permanent fixing and so consideration needs to be given with regards to
the servicing needs of the equipment being installed.

(Not generally suitable for use because of this reason)

e Precautions should be taken on all of the above to avoid the fixings working loose with
vibration. The use of shake proof washers, locking nuts or flat nuts is recommended.

e Corrosion resistant fastenings should always be used in areas exposed to the elements, for
example: stainless steel nuts & bolts. Caution should also be taken to make sure there are no
issues with galvanic cell creation with dissimilar metals.

2.6.1.3. Cable retention & tidying

Consideration should always be given to ongoing maintenance of equipment, so methods of
retaining or tidying cables should be chosen with this in mind.

o Where cables are in a protected environment then simple ‘P clip’ type cable clamp fixings can
be used to hold the cables in place. Cable ties can be used to secure cables together between
the cable fixings. This allows for maximum access to the cable loom.

e Cable ties should be cut off flush to avoid sharp edges.

e Avoid running cables in parallel

(Especially true for radio equipment antenna co-axial cables)
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o Where cabling is either open to the elements, or accessible within a vehicle, it will need
protecting.

Solid trunking will offer maximum protection to the cables where the vehicle type allows its use
Spiral binding is flexible and easy to fit but probably least friendly for servicing equipment as it
may need to be unwound just to replace one cable. Over time spiral binding may retain, or
memorise, any bends in the loom thereby making it difficult to refit neatly once removed.

Split trunking allows better cable access but can be unsightly if not fixed properly.

e ltis best practice, where possible, for cables from equipment that carry low currents, i.e.
signalling and /or control connections but not power cables, to follow the existing vehicle
looming. . This keeps wiring intuitive and easy to find for servicing.

e Taping up long lengths of cable looms with insulating tape is not acceptable on the basis of
severely hampering the ability to service or replace cables within the loom.

2.6.1.4. Connectors & joining cable

e The connection type used will depend on how cables are to be joined together, joining into an
existing loom or cable, or joining two cables together end to end.

o As a general rule plastic auto electrical snap lock splicing connectors that cut into the cable’s
insulation should not be used as a connection method.

2.6.1.4.1. Joining two cables
Suitable methods of joining cables include:

Soldering

o this method requires more skill than crimping and so it is open to more mistakes.

e Soldering, particularly with gas powered irons, may not be allowed in certain environments.

e Caution must also be taken where a gas soldering iron has a hot air vent which could easily
cause damage to the insulation of other cables or the environment around the area of use.

e Soldered joints must always employ a mechanical aspect, twisting cables together for example,
to give strength to the joint.

¢ The join should have any sharp elements such as protruding wires cut off, and the join must
always be covered to seal the whole joint using:

o Heat shrink tubing. This is the preferred method of insulating as it provides excellent all
round insulation and does not react badly to moisture or typical seasonal temperature
changes. Non-adhesive heat shrink tubing can be used inside a vehicle but it is
recommended to use an adhesive lined heat shrink tubing if the wire is exposed to the
elements.

o Self amalgamating tape. This can provide an excellent water tight seal and can
withstand exposure to many elements including corrosion and UV.

o Insulation tape which is then wrapped in a cloth tape. This will keep the insulation tape
in place over time but still provide excellent insulation.

e |tis not acceptable to attempt to seal a soldered joint by using insulating tape or a cloth tape
on its own. Insulation tape is prone to losing its adhesive properties over time and through
exposure to moisture and varying temperatures. Cloth tape, used in most automotive vehicles,
is used as a looming tape and is not an insulator. Cloth tape is designed mainly to create neat
cable looms and reduce the noise of these looms if they are in contact with any surface in a
vibrating environment.

Crimped (butt) connectors

e An acceptable method provided the correct size connector is chosen and the proper ratchet
tool is used

e These are only suitable for use inside a vehicle where the connector is not exposed to the
elements
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Heat shrink splicing

e These come in two types and have a heat shrink outer casing making them acceptable in areas
where the connector may be exposed to the elements
e They generally follow the same colour code for wire size as standard crimps, i.e. red, blue and

yellow

e Crimp versions require the correct crimp tool to be used before the outer casing is shrunk using
a heat gun.

e Solder versions are self contained with pre fluxed solder within a transparent heat shrinkable
tube.

o They just require a heat gun to fit
o Combine a soldered, strain relieved, encapsulated termination for weather proofing and
can be used on sensitive low temperature wires such as PVC.

Specialist crimp connectors

o Many specialist connectors incorporating crimped connections in a clamped housing are
becoming available and some vehicle manufacturers specify these for any connections into the
vehicle wiring loom.

¢ These connectors can offer strain relief and protection against the elements.

2.6.1.4.2. Joining, or cutting into an existing loom or cable

e This is typically the case when sourcing an ignition sense or ignition feed within the vehicle.

¢ When joining into an existing cable the only acceptable method of joining is to solder. This
method requires a reasonable amount of skill and so it is open to mistakes if care is not taken.

e Soldered joints must always employ a mechanical aspect, twisting cables together for example,
to give strength to the joint.

e Cut around 20mm of insulation from the cable being tapped into and tin the conductor. Twist
the new tap wire around the exposed conductor and solder.

¢ Any sharp elements such as protruding wires should be cut off.

o Seal the joint with self amalgamating or insulation tape wrapped in a cloth tape as described in
section 2.6.1.4.1 above.

2.7. Connecting to vehicle data bus

Many vehicles now incorporate an on board data network such as CAN bus and don’t have a
conventional ignition sense signal. Here the use of CAN bus interfaces or adapter modules,
sometimes plugged into the OBD-Il socket, may be the only means of acquiring an ignition sense
signal. These modules provide a switched sense output by interpreting the CAN bus data.

The vehicle manufacturer should be referred to before connecting into the CAN bus and any interface
devices should be compliant with the requirements in section 2.2, i.e. the interface module must carry
‘e’ mark certification, so as to retain the safety integrity of the data bus.

If it is necessary for an install to require joining into the existing CAN bus loom without the use of an
adaptor it should be done using the method described in section 2.6.1.4.2.

2.7.1. Single Vehicle Architecture

The SVA concept, which is supported by the emergency services and manufacturers, is intended to
create a standard vehicle infrastructure. A vehicle complying with the SVA Criteria will have, in
essence, an intelligent distributed power supply

SVA invokes some constraints on installation:
SVA allows only a small range of industry standard connectors to be used

January 2015 Australian Radio Communications Industry Association 17



Code of practice — Installation of mobile radio and ancillary equipment

Installers converting vehicles to the SVA Criteria must use equipment that complies with the Criteria

Installers adding equipment to a SVA compliant vehicle must ensure that the additional equipment is
compliant with the SVA Criteria and take care that the changes to the vehicle undertaken when fitting
do not invalidate the vehicle’s SVA compliant status

2.8. Antenna mounting safety

In accordance with the requirements of the Automotive EMC Directive, the vehicle manufacturer’'s
instructions with regard to antenna positioning must be used as the prime source of guidance.

It is the responsibility of the installer to reasonably determine whether the manufacturer’s information
is available as per section 2.3.1. Should this information be unavailable, then the antenna
manufacturer’s information must apply. If, however, neither source of installation guidance is available,
then the antenna should be installed in accordance with this code of practice, see section 4.2.

2.8.1. Antenna physical hazards
To avoid any possibility of injury from RF burns, antennas should not be touched with the radio
equipment switched on. It may be worth informing the end customer of this as per section 6.2.

A hazard exists with whip antennas in relation to eye and facial injury; consideration should be given
to minimising this risk when choosing the antenna type, its mounting position and use.

2.8.2. Antenna location safety
The antenna must not be located where

e it could distract the driver when the vehicle is in motion

¢ the antenna whip can of its own accord hinge down and protrude from the vehicle thereby
causing a hazard to other road users and pedestrians.

o A whip antenna mounted on the boot lid will be horizontal when the boot is opened presenting
a danger of injury. The vehicle’s end user(s) must be made aware of this potential hazard.

2.8.2.1. Electromagnetic and radio frequency interference

Full consideration should be given to the positioning of mobile radio equipment to minimise
electromagnetic interference (EMI) and radio frequency interference (RFI) between the mobile radio
equipment being installed and the vehicle electrical and electronic systems. This is particularly
relevant to the positioning of the antenna and routing of its coaxial cable.

2.8.2.2. Radiating antenna location safety

Care should be taken when locating radiating antennas so that the radiated field does not pose a risk
to the end user, occupants of the vehicle or those who may be in the vicinity of the antenna when the
vehicle is stationary.

For guidance refer to the equipment and antenna manufacturers guidelines.

2.8.2.3. Antenna height and length safety

The length of the antenna should be considered with regard to how it affects the overall vehicle height,
particularly where height restrictions may be encountered, for example car parks, overhead cables,
trees etc.

If the antenna contacts any low height object damage to the vehicle can be reduced by fitment of a
shock spring.

A low profile antenna type may be more suitable and is preferable to mounting the antenna on the side
of vehicles; particularly high sided vans.

If a whip antenna is cut to length a protective cap must be securely fitted. Do not leave a sharp,
uncovered point at the top of the rod.
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2.8.2.4. Magnetic base antenna safety

The magnetic base must be of a suitable size for the antenna and vehicle operating speed. If
necessary consult the antenna manufacturer for the application data to ensure suitability.

The base must be directly placed on a flat area of steel and should not have any other material
inserted between the magnetic base and vehicle body other than a protective pad or boot supplied by
the antenna base manufacturer. This is to avoid reduction in the magnetic retention strength and any
effect on the coupling to the ground plane

2.8.2.5. On-glass antenna safety
On-glass antennas must be:

e securely fitted and fixed as per manufacturer’s instructions located such that driver visibility is
not impaired
¢ mounted outside of the swept area of the front or rear windscreen,

2.9. Precautions when working on vehicles
If there is any doubt over safety seek expert advice.

2.9.1. Electric powered and hybrid vehicles

Caution should be exercised when working on this type of vehicle due to the presence of high
energy potentials from a large bank of batteries.

The location of the isolation switch should be noted and in the interests of safety the supply must be
isolated before work on the vehicle begins. A ‘Job safety analysis’ (JSA) process should be
undertaken before commencing work on any such vehicles.

To ensure that any adverse effect on existing vehicle equipment is avoided advice on the correct
isolation procedure should be obtained from the vehicle manufacturer.

Note - on some hybrid vehicles utilising both an internal combustion engine and a battery-powered
motor for propulsion power cables carrying up to 500 Volts may exist. These cables will be heavy duty
and coloured Orange, NO alterations or changes should be done on these cables under any
circumstances, if there are any concerns contact an Authorised Service Centre for the vehicle for
advice.

Before working on vehicles of this type ensure that the route of high voltage cables has been
identified, and if possible isolate the battery supply. If in doubt, seek advice from the vehicle
manufacturer.

Be aware that some vehicles of this type may use a ‘proximity device’ for activation of the vehicle, if
this is the case NO work should be commenced unless the battery isolation switch has been turned
off. A ‘Work in progress’ tag should be affixed to or placed adjacent to the battery isolation switch and
noted on the JSA documentation..

2.9.2. Vehicle battery disconnection

Some electronic equipment fitted to vehicles may malfunction or require resetting when disconnected
from the power source, see section 2.9.2.1. It is therefore recommended that where possible but
without compromising safety the vehicle’s battery is not disconnected.

If the battery remains connected while installation work is carried out then adequate safety
precautions must be taken to prevent any damage to existing electrical circuits and to ensure the
safety of the installer. Note that some vehicles carry more than one battery.

Always refer to the vehicle manufacturer for guidance regarding the vehicle battery and safely working
on the vehicle.
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2.9.21. Battery disconnection and existing electrical and electronic equipment

If a vehicle battery is disconnected problems may occur with existing electrical/electronic equipment in
the vehicle such as:

e engine management systems and other in-vehicle ECUs vehicle alarm systems

e in-car entertainment units and any other after-market devices fitted with an anti-theft security
code.
(Disconnecting ICE from the battery supply and/or removal of the ICE may have some other
consequences, see section 4.5.1).

o other electrical devices, such as airbag warning lights and isolation switches.

There may be loss of functionality and/or loss of configuration data with any of the above. Consult with
the customer, vehicle’s handbook and any equipment instructions to ensure the necessary information
is available, for example the correct anti-theft security codes, to make any such affected equipment
function correctly once the battery is reconnected.

2.9.2.2. Battery isolation and seat mounted airbag

If removing a seat which contains side impact airbags, seat belt pre-tensioners or other SRS the
vehicle battery should be disconnected for safety. Before unplugging connectors associated with seat
wiring time must be allowed after the battery disconnection to ensure that any capacitors in the airbag
or SRS circuitry have fully discharged. Check with vehicle manufacturer’s guidelines.

All disturbed wiring must be reconnected prior to restoring the vehicle battery or turning ignition on.

2.9.3. Master isolation switch

For vehicles fitted with a master isolation switch the supply to the radio equipment should normally be
connected to the switched isolated side.

If, due to some practicable reason, installation of a certain mobile radio application means the master
isolation switch is to be bypassed the customer must specify such in writing and this fact recorded in
the installation documentation.

2.9.4. Power to installed equipment

Power should only be switched on and applied to equipment on completion of the installation. Refer to
section 4.3.1 for guidance regarding installing power cables to equipment.

2.10. Recommended tools & test equipment
All tools and equipment used should be functional, suitably maintained and, if required, calibrated.

¢ All measurement devices and meters should be regularly checked for accuracy.
¢ |If accurate electrical measurement is required, the relevant test equipment must be regularly
checked and calibrated against a recognised national standard.

Suggested tool and equipment requirements include:

e A good quality general tool kit including screwdrivers, spanners, socket set, pliers, etc. Any
specialist tools relative to the type of vehicle and products undergoing an installation
Some types of fixings may require specific tools

Correct equipment removal and trim tools should be used as appropriate

VSWR meter, see section 4.8.2

Antenna analyser, see section 4.8.2

Multi-meter/DVM

For testing earth bonding and aerial DC checks a milliohm meter may be required as a
standard multi-meter may not measure low ohms.
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¢ An alternative to a dedicated milliohm meter is a converter that uses the millivolt range on a
standard DVM to display 1 millivolt for every milliohm measured.

Refer to section 4.8.1 for the measurement test requirements

Measuring tape

Power drill kit

Cone cutter

RF connector ratchet crimp tool DC connector ratchet crimp tool Portable soldering iron
Battery operated irons are preferred. Gas powered soldering irons may not be suitable for
some environments or vehicles particularly petrochemical or hazardous load vehicles.
Open flame torches of any kind are deemed to be dangerous and a fire risk and so should not
be used

Heat gun. This is required for heat shrink materials and connectors

A soldering iron is not suitable for use with heat shrink materials

Vehicle trim removal tools

Radio removal keys

Specialised screw or security driver bits

Seat and panel covers to protect the vehicle during installation procedures

Storage for any parts, screws or fixings removed during installation for later reassembly

2.11. Drilling holes
All holes and cuts made in materials must be de-burred with an appropriate tool
Have all sharp edges removed with an appropriate tool

2.11.1. Preparation for drilling holes

Very careful consideration needs to be taken in the case of double skinned panels and/or structural
panels as to whether to proceed with creating a hole. Check it is safe to drill through both skins and
that there is access to both sides to ensure correct sealing and protection.

Prior to drilling a hole a check must be carried out as to what is located behind the material to be
drilled. Care must be taken to avoid items such as petrol tanks, fuel lines, braking components, battery
cables, wiring looms, air bags, electronic modules, ventilation pipes, etc.

It is recommended that no holes should be made through the under body of the vehicle. Where this is
unavoidable adequate anti-corrosion precautions must be taken and the customer advised this may
affect vehicle corrosion warranty.

2.11.2.Hole drilling
A mark for the point to be drilled must be made prior to drilling.

The appropriate speed of cut and bit/cutter should be selected based on the hole size and material to
be worked on.

Drill bits/cutters should be fitted with a 'stop bit' to avoid inadvertently drilling beyond the required
measured depth.

Drilling through carpets should be avoided to prevent snagging or pulling.

When drilling is complete, any metal swarf should be removed carefully from the vehicle to prevent
scratching the vehicle bodywork.

2.11.3.Hole sealing & protection

Holes drilled through metal panels must be treated with a suitable anti corrosion treatment such as
zinc based touch up paint.

Any drilled hole that may allow dirt or water through must be sealed with a waterproof, flexible sealant.
Holes through which cables pass must be fitted with a suitable cable protection such as a grommet.
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3. Planning, preparation and pre-installation guidance
A copy of the current code of practice should always be available to the installer for reference.
Appendix A illustrates the installation process in a flow chart.

3.1. Planning installation requirements and customer consultation
As early as possible prior to the installation, the details must be checked to ensure that:

¢ the installer has knowledge or access to information about the physical layout of the vehicle
plus the required information to undertaken the install as per section 2.3

e equipment, fixings and tools, as per section 2.6 are available

e special requirements of vehicle or equipment are identified and arrangements made to provide
for them, see section 3

¢ Requirements for safe working conditions are met as per section 2.4

3.2. Customer consultation

Whenever possible the principal user of the equipment should agree the correct position of the
equipment’s controls and displays for use.

Note that this principal user/vehicle driver may not be the customer commissioning the install. The
customer should be consulted on the following points:

¢ that the proposed installation complies with any regulations or manufacturer’s instructions
pertaining to that class of vehicle

e As per section 2, the installer has a responsibility to ensure the safety of the vehicle has been
maintained once work to fit the equipment has been completed.

e advised of the equipment and vehicle manufacturers’ installation instructions

e advised on the most suitable antenna and its optimum position available on the vehicle. This
based on the particular mobile radio application and the need to comply with the vehicle
manufacturer’s instructions, safety requirements and the need for efficient RF performance —
see section 4.2

¢ made aware of the fixing locations and mounts available for the items to be fitted so when the
equipment is installed it will comply with the safety requirements given in section 2

¢ made aware of any configuration options

o asked whether an ignition switched supply to the equipment is required

e advised that holes made in the vehicle body during installation may affect vehicle corrosion
warranty

Refer to section 2 regarding the need to ensure any customer requirements do not conflict with the
need to retain safety and legal compliance.

3.2.1. Customer instructions for installations

The positions of the antenna, radio unit, handset, control panel, loudspeaker unit (if separate from the
handset), microphone and any other supplied components and operational features (e.g. ignition
sense/audio mute) should be discussed and agreed with the customer. All requirements should be
clearly stated on the report.

3.2.2. Work cessation when customer wishes conflict with safety

Where the customer’s wishes create a conflict with the vehicle manufacturer’s advice, the equipment
manufacturer’s advice, current legislation or the relevant standards the customer must be informed. If
it is not possible to complete the installation safely and in accordance with legislation while observing
the customers wishes, it is recommended that the installation be halted while advice is sought and it
either re-scheduled or cancelled as a result.
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3.3. Pre-check of mobile equipment

The equipment to be installed should be examined to ensure it meets the criteria given in section 2.
Should the equipment not satisfy the requirements then the customer must be informed and it must
not be installed.

It is recommended that the equipment should be tested before it is installed in the vehicle. At this
stage all the basic functions can be checked.

Only a suitably qualified person using calibrated test equipment should carry out any internal
adjustments.

3.4. Installation documentation
It is good practice to document installation in order to prove due diligence.

3.4.1. Job sheet

A job sheet outlines the work to be carried out and includes the installation date/time, address, vehicle
details, equipment types and any special instructions applicable. See Appendix B for example of job
sheet.

3.4.2. Installation report

This forms a record of the installation or de-installation and notes vehicle condition before and after
the work is carried out. It also records the equipment fitted or removed as well as functional tests
undertaken.

The report acts as a certificate of compliance that confirms the installation has been carried out to the
required standard and/or the customer’s requirements. Additional certification may be required for
specialised vehicles, see section 2.2.4.

It is recommended a multi-part form, see examples in Appendix B, is used unless an alternative is
provided by the equipment supplier where one copy given to the customer and at least one retained
by the installer.

Where two vehicles are involved in a job, such as moving equipment from vehicle A and install it to
vehicle B, an installation report should cover both vehicles.

3.4.3. Pre-installation sign-off

The customer should sign the pre-installation report as an indication that he agrees with the vehicle
inspection report and the proposed installation so the work may be carried out. In the event of no
authorised person being available a note must be made of this on the report.

If defects are found prior to commencing work due consideration needs to be given to whether or not
to proceed.

3.5. Protection of bodywork and interior

Before work commences the vehicle should be protected from unnecessary damage during the
installation.

The customer’s property should be protected throughout the installation by using clean protective
covers on the seats and other areas being worked on and also by removing items from the vehicle and
storing them in a safe, clean, dry place.

If any damage is caused to the customer’s property whilst under the care of the installer the customer
must be informed as soon as possible and details noted on the installation report.
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3.6. Pre-Installation Procedure

Typical points to be checked, which will provide a record of the vehicle condition before and after
installation, are included in the sample installation report forms in Appendix B.

The make and model numbers of the items to be installed in the vehicle should be recorded, and also
the make, model, Vehicle Identification Number (VIN) and registration number of the vehicle.

3.6.1. Vehicle inspection

Any problems identified during the pre-installation inspection should be noted and a course of action
agreed with the customer before any work proceeds.

It is recommended that a checklist be used to ensure a consistent standard of vehicle inspection is
undertaken. Details of items covered during the vehicle inspection should be recorded on the report.
This should include the physical inspection of

e the external bodywork
e internal trim
e seating

and the functioning of
e electrical and electronic fittings both external and internal

3.6.1.1. Fuel leaks

Before starting the installation, establish the position of fuel tanks, the routing of pipe work and check
there are no fuel leaks, particularly in the boot and engine compartment.

If a fuel leak is suspected or identified, installation must not continue and the customer must be
notified immediately.

Observe health and safety advice should any fuel spillage occur.

3.6.2. General aftermarket equipment

Items such as satellite navigation, air fresheners and so on that are already fitted to the vehicle should
be left alone during the installation unless it is impractical to do so.

If any such item it has to be removed during installation it must only be refitted by the customer.

If the customer is not available leave the items safe and secure in the vehicle in a way that makes it
obvious that its fitment should be completed and checked prior to use.

It would be an idea to record this action on the installation job sheet.

3.6.2.1. Child seats & booster seats

If possible a child seat or booster seat fitted in the vehicle should be left alone during the installation. If
it has to be removed during installation
e it must only be refitted by the customer.

e it must be made obvious to the customer that the child seat or booster seat will not be re-fitted
and that it should be done prior to use.

If the customer is not available leave the child or booster seat safe and secure in the vehicle in a way
that makes it obvious that its fitment should be completed and checked prior to use.

3.6.2.2. Valuables

The customer must be advised of the need to remove any valuables present in the vehicle prior to the
vehicle being left and the installation taking place.

Should any valuable items be found in the vehicle during installation a note should be made on the
installation job sheet, the customer informed and the items left in a suitable safe and secure place out
of sight from the exterior of the vehicle.
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4. Installation procedures

Ensure all component parts of the equipment to be fitted are present and in serviceable condition to
enable the completion of the job.
Special notes —

a) Planning for installation of equipment in the passenger area of a vehicle should be undertaken
in conjunction with the guidelines outlined in Australian Design Rule — Vehicle Safety — 21/xx
Instrumentation Panel. This outlines safety issues regarding protruding or other risks.

b) Placement of equipment in the vehicle must take into consideration the potential dangers
presented by the equipment to vehicle occupants for anything other than a low-level vehicle
accident.

c) Depending on the type of vehicle and operational limitations, the equipment must be placed to
enable operation without impinging on the driver of the vehicle or affecting the safe operation of
the vehicle when moving.

d) If there is any doubt regarding the customers’ requests and safety of the vehicle and the
occupants, then discussion should take place and any areas of concern noted on the work
instruction and job completion report.

See section 4.11 regarding de-installation should the installation job involve moving equipment from
one vehicle to another.

4.1. Installation of antenna and coaxial cable

The antenna system and its installation dictate the quality of performance of the mobile
communications equipment.

The manufacturer's instructions, where supplied, should be read and the vehicle manufacturer
guidelines for antenna location and type should be followed as per sections 3.8 and 5.2.

Not all installations will require the fitment of an antenna as it is integral in some mobile equipment
(e.g. GSM phone in-car kit without external antenna connector, Bluetooth hands free, etc.)

4.1.1. Antenna types

It is important to select the correct antenna to best match both the customer requirements and mobile
network coverage.

Also see section 2.8 regarding safety considerations for antenna installation.

Generally mobile radio installations require a more effective antenna installation than ancillary items or
mobile phone equipment.

Type Cellular GSM/3G/ Tracking Mobile Radio/PBR/TETRA
Optimum performance when roof Optimum RF performance when roof mounted
1| Body Mount | mounted — recommended — recommended
Usually gives acceptable RF performance:
External Almost as good as body mount for | VHF - not as good as body mount
2 glass mount | cellular GSM/3G UHF — close to body mount subject to
mounting location
Internal T bar . o : VHF not available due to size
3 glass mount zs;;g}heghgzlsétlgge\?en;ggl on UHF — reduced performance - should be
' vertical.
Internal tax Default position at base of screen | VHF not available due to size
4 | disc glass may give reduced performance UHF — very poor performance due to size and
mount especially in poor signal areas position.
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Location causes antenna to be very

directional
Location causes antenna to be VHF very poor performance due to size and
5 Bumper very directional - not suitable for proximity of vehicle body
mount use in poor signal areas UHF poor performance due to proximity of

vehicle body. Very directional but can be
acceptable with dual-antenna systems

Table 1 - General table of antenna type to typical network performance

Antennas for terrestrial radio systems (e.g. cellular GSM/3G and mobile radio) are usually vertically
polarised and need to radiate towards the horizon as the network base station will usually be located
on a mast/tower or building structure relatively close to ground level.

Antennas for GPS and satellite communication systems need to have an unimpeded view to the sky.
The network signal levels from satellite systems are significantly lower than for terrestrial systems so
antenna positioning and orientation is usually more critical to ensure effective operation.

Covert type antennas can be either a modification of an existing body mounted antenna (e.g. bee
sting) or an internally fitted unit. Internal, discreet or covert types generally have a reduced
performance compared to conventional antennas due to their design and/or mounting location.
Consideration should be given to their suitability for the customer’s application before fitting this type
of antenna.

41.1.1. Internal antennas
If a vehicle manufacturer states that internally radiating antennas — i.e. an antenna fitted within the

interior of the vehicle — cannot be fitted then this may affect the proposed antenna type for the
installation.

4.1.1.2. Antenna bases and whips

It is not advisable to mix and match antenna bases and whips from different manufacturers as this
could lead to poor performance or damage to equipment due to an impedance mismatch.

4.2. Antenna installation
The antenna must be:

o The correct type for the application and frequency used by the radio equipment

e Located in the recommended position and of a suitable type for the vehicle. Refer to the
vehicle and antenna manufacturer’s guidelines.

¢ Installed correctly and, if exposed to harsh environmental conditions, sealed to prevent ingress
of dirt and water.

Following antenna installation:

¢ All connections should be electrically tested see section 4.8.1

o Where required ensure that a VSWR test shows a satisfactory match is obtained — see section
4.8.2

o Before and after replacing any vehicle trim that may have been removed to install the antenna
it is advisable to carry out the antenna checks to ensure the cabling and installation has not
been compromised.

Additional information on testing antennas is contained in section 4.8 and example radiation patterns
are available on each manufacturers web service.
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4.2.1. Avoiding interference
EMC issues may occur with an antenna install in two ways:

a) Radiated EMI - Interference may occur to in-car entertainment equipment or other vehicle electrical
equipment. If possible this should be checked before final fixing of the antenna on the vehicle, see
section 5.3.1

b) The antenna may pick up noise received from the vehicle or other fitted role equipment such as
light bars, GPS processors and other digital (computing) equipment and present it to the radio
equipment as interference.

Repositioning, or a different type of antenna, should be considered if either type of interference
occurs. It is good practice to site the antenna at the greatest distance possible from the offending

equipment, and any antennas or cables it has, to minimise these EMC problems.
Also see section 4.2.5.1 regarding the antenna co-axial cable.

4.2.2. Approximate frequency to wavelength conversion

A simple formula to calculate the wavelength in metres from a given frequency is:

300
Frequency (MHz)

e.g. For 150MHz, 300/150 = 2 metres

and therefore a ¥4 wave is 0.5m or 50cms, a Y2 wave 1m or 100cms.

Frequency Wavelength s Wavelength
Band Name (MHZ) (cm) (cm)
Citizens Band (CB) 27 1100 275
Low Band 80 375 94
VHF Mid/High 150 200 50
UHF 1 410 73 18
UHF 2 460 65 16
UHF 3 480 62.5 15.5
UHF 4 500 60 15
800MHz Band 850 34.5 9
GSM 900 900 33 8
GPS 1545 19.5 5
GSM 1800 1800 16.5 4
UMTS 2100 14 3.5
W-LAN & Bluetooth
2.6GHz Band 2600 11.5 2.90

Table 2 - Approximate frequency to wavelength conversion
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4.2.3. Locating antennas on vehicles

Refer to section 2.3.1 regarding vehicle manufacturers supplying specific information on antenna type
and location. When available this should be used as the prime guide.

The centre of the vehicle’s roof is the ideal position to achieve a good 360 degree omni-directional
radiation pattern from an antenna. Any other location will affect the antenna radiation pattern, see
manufacturers radiation platterns.

On-glass and window clip type antennas will always suffer some distortion to the radiation pattern due
to their mounting positions usually being at the edge of the vehicle ground plane.

The antenna should be located away from any vertical structure, windscreen pillar, or any structure on
the roof etc. which could act as a screen or reflector to RF.

Care should be taken when positioning the new antenna close to an existing aerial. There should be a
separation of at least half wavelength for transmit frequencies below 600 MHz and one wavelength for
transmit frequencies above 600 MHz. With complex multiple antenna installations the presence of
other antennas on the roof, especially if operating in the same frequency band, may:

a) Alter the radiation patterns of each individual antenna.
b) Cause mutual interference between the radio devices that the antennas are connected to.

Antenna positions should be planned to achieve best separation between antennas while maintaining
a suitably sized ground plane for each one.

There will be a point where multi-coupling (antenna combining) techniques may become cost effective
in maintaining performance. This should be a part of the vehicle installation design process.

4.2.3.1. Antennas and sunroofs

If a sunroof is fitted, then the antenna should be mounted at least a quarter wavelength from the
opening, see section 4.2.2 for wavelengths. Care should be taken to ensure the selected position does
not foul the sunroof or its operating mechanism.

4.2.3.2. Fuel filler caps

The antenna location must be a minimum of 30 cm from the edge of the vehicle’s refuelling
system/fuel filler cap to account for the possible effect of the radiated electrical field as a source of
ignition. Consideration should also be given to the potential danger from an antenna tip being
positioned at or below eye level where, for example, it could cause injury to a person refuelling the
vehicle.

4.2.4. Fitting antennas
Fitting the antenna depends on the antenna type and the vehicle it is being fitted to.

4.2.4.1. Panel mount antenna

This antenna type requires a hole to be drilled in the vehicle body in order to mount the assembly.
See section 2.11 for guidance on drilling holes.

Before fitting the antenna in the desired location check for adequate clearance under the panel for the
cable and ensure the installation will not interfere with the structure or operation of the vehicle.

A conventional panel mount antenna is mounted vertically on a horizontal ground plane. The ground
plane is a component of the antenna system provided by the vehicle’s body panel.

Ideally the antenna will be mounted in the centre of a ground plane with a radius of at least one
quarter wavelength at the lowest frequency band being used. On lower frequencies (e.g. low band)
this ground plane radius may be difficult to achieve due to larger wavelength. In this case the antenna
may need adjustment of length, usually shortened, to compensate for the smaller ground plane, see
section 4.8 testing antennas.
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De-burr the hole and remove an area of paint/primer from the underside of the panel to ensure a good
earth connection for the antenna mount. Petroleum jelly or a similar substance should be applied to
the exposed metal to prevent subsequent corrosion occurring.

Care should be taken not to over-tighten the mount as this could cause distortion of the panel.

4.2.4.1.1. Panel mount antenna on vehicle with electrically isolated chassis

It is not common but it may be necessary to install a panel mount antenna to a vehicle with an
electrically isolated chassis.

Using a standard panel mount antenna in this case will compromise the chassis isolation by providing
a path for a negative potential to the chassis. This isolation break down can be overcome by fitting a
suitable antenna which has no direct contact between vehicle chassis and coaxial connector or cable.

In exceptional cases a DC path blocking device, also known as a ‘braid breaker’, may be introduced in
the coaxial cable feed as close to the antenna as possible. It should be noted that these devices are
usually frequency dependent so care must be taken that the unit is suitable for use at the intended
frequency.

4.2.4.2. Antennas on non-metallic panels
When the antenna installation is to be carried out on a non-metallic surface:

a ground plane independent antenna can be fitted directly to any surface (glass fibre etc.) or onto a
mounting bracket which may be supplied by the manufacturer

a standard antenna can be used with a ground plane fitted to the underside of the panel e.g. a metal
plate complying with dimensions in section 4.2.3.

4.2.4.3. On-glass antennas

On-glass antennas are usually not suitable for vehicles with double-glazed screens, reflective
coatings, armoured or other special glass.

On-glass antennas are not suitable for double glazed vehicle glass, glass with a reflective coating or
windows fitted with fine mesh heater wires unless there is a clear aperture e.g. road toll transponder
window/clear view area.

As per section 2 consult the vehicle manufacturer’'s recommendations before selecting an on-glass
antenna to ensure the suitability of such installation.

The antenna should be mounted clear of the window heater elements, decorative coating,
washer/wiper and any integral-to-glass receiver aerial if fitted.

Follow antenna manufacturer and/or adhesive guidelines to ensure the performance of the mount.
Refer to manufacturer’s instructions and recommendations particularly with regard to specified
temperature range when fitting in cold weather. It is good practice to ensure that both the glass and
the antenna mounting components are warm before fitting.

Scrupulous cleanliness must be observed and care should be taken not to touch the adhesive
surfaces or the glass after cleaning prior to fixing.

Most adhesive pad material uses a pressure activated adhesive and an even pressure should be
applied to the component being fitted to ensure maximum glass contact and that all air bubbles are
removed.

Curing time of the adhesive pad, especially in cold weather, can take up to 24 hours.

If the vehicle will be used at high speed while the adhesive is curing it may be best to not fit the
antenna element to the mount and advise the customer to attach it after the curing time is reached.
The radio equipment must not be used until the antenna mount is fully assembled and it must be
ensured that the customer is informed of this.
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4.2.4.4. Specialist antennas

These can include combined (dual or multi frequency), ground plane independent and low profile or
disguised types.

If the antenna includes a broadcast receive function it may incorporate an active amplifier that requires
a 12volt positive feed. Dependent on the type of antenna and/or broadcast receiver this can be
provided by one of two different methods:

e Phantom feed - 12volt positive feed via coaxial cable from the broadcast receiver
e Separate feed - a separate 12volt positive feed usually derived from a switched source output

Reference to both the antenna installation instructions and vehicle/receiver handbook may be required
to determine the correct connection method.

Combined antennas may be supplied with a separate diplexer (signal splitter) unit, which should be
securely fixed in a dry location.

4.2.4.5. Covert radiating antennas

Special care should be taken when considering the location of covert radiating antennas: Vehicle
manufacturer’s advice must be taken into consideration, see section 2.3.1

The antenna should radiate sufficiently to enable effective communication with the radio network

e The antenna should be mounted, wherever possible, so as to maintain vertical polarisation

¢ If mounted horizontally it could incur significant cross polarisation loss and produce large null
areas in the radiation pattern

o Consideration given to the attenuation of signal and radiation pattern distortion caused by
being fitted behind trim material (e.g. the ‘A’ pillar or dashboard covering)

¢ A radiating antenna should be installed as far away as possible from any ECU or an
airbag/SRS deployment system to minimise the risk of radiated (EMI) susceptibility problems.

The upper limit for VSWR may have to be increased for this type of antenna due to its design and
mounting position. A limit of 2.0:1 is acceptable for cellular GSM/3G, but may have to be higher for
specialist mobile radio types, see section 4.8.2 for VSWR measurement.

See manufacturers guides for information regarding antenna performance of covert antennas.

4.2.4.6. GPS antenna

A GPS antenna function is to receive only. This means that in respect of radiated EMI issues its
mounting position does not have the same constraints as that of a radiating antenna.

This type of antenna is typically active with a low noise amplifier (LNA) powered by a phantom feed up
the antenna coaxial cable, supplied by the GPS receiver.

Some systems can use an alternative type of GPS antenna that combines the GPS receiver and
antenna in one unit and this is often referred to as a GPS mouse. This device is self contained, so
there is no connecting coaxial cable and can commonly be divided into two distinct types:

Permanently fitted and usually externally mounted - this type has a multi-core cable to connect to the
terminal equipment which supplies power to the GPS receiver and carries serial data position
information to the terminal.

Portable unit — this type is generally battery powered and provides serial data position information
over a low power wireless link that typically operates in the ISM band.

Antennas for GPS reception need to have a clear view towards the sky to enable acquisition of
satellite signals. The location of the antenna will have a marked effect on effective GPS performance.

It should be noted that vehicle glass can be metallised (tinted) or have fine mesh heating elements.
This will have an adverse affect on the performance of a GPS antenna and may require it to be fitted
in a specific place, for example in a clear view area aperture for a road toll transponder, or even
externally. Consult the vehicle and/or glass manufacturer for guidance.
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4.2.4.7. Temporary antennas
These can include boot mount, magnetic mount, gutter mount and window clip types.

Care should be taken when routing the coaxial cable through door or boot openings to minimise risk of
damage to the cable.

Before a magnetic mount antenna is fitted both the underside of the base and the selected body panel
surface should always be cleaned so as to avoid damage to the paint work.

See section 2.8.2.4 on safety when using temporary antennas with magnetic bases.

4.2.5. Coaxial cable to antenna

A suitable coaxial cable of the correct impedance, usually 50 ohms, correctly terminated with a
suitable connector should be used to provide a continuous run between the antenna and the radio
equipment.

Table 3 below shows the loss figures for the most common types of coaxial cable used in mobile
installations.

It should be noted that, although they may have the same type designation, such as RG58, there can
be a variation in quality of construction and performance of cable from different suppliers. It is
important to check the specification with the supplier. As a guide the cable should have a minimum of
90% braid coverage

In addition to attenuation, consideration should be given to the impedance — a tolerance of +/-2Q at
1GHz and +/-4Q at 2GHz is acceptable.

It should be noted that some cable types may not be suitable for use in the higher frequency bands
(e.g. above 1800MHz) — if in doubt check the manufacturer or suppliers specification.

Jacket Braid Dielectric

Conductor Standard RG58/URMT76 cable

1 Conductor Double shielded 5mm cable

Foil

Double shielded coax cable has an additional foil shield around the dielectric which often combined with a
different dielectric material, improves the attenuation performance of the cable at higher frequencies.
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Frequency »
80MHz 150MHz 400MHz 900MHz 1800MHz | 2100MHz

V¥ Cable Type
RG174
2. 7mm diameter | 0-2dB 0.3dB 0.7dB 1.0dB 1.2dB 1.4dB
3.5mm diameter
Double Screen | 0-15dB 0.2dB 0.5dB 0.7dB 0.9dB 1.1dB
RG58/URM76
5mm diameter 0.1dB 0.15dB 0.3dB 0.45dB 0.7dB 0.8dB
5mm diameter
Double Screen | 0-07dB 0.1dB 0.22dB 0.3dB 0.45dB 0.55dB

Table 3 - Coaxial Cable — Typical Loss per Metre for Different Types

Excess coaxial cable should not be coiled up as this may affect the tuning of the antenna as well as
producing electrical interference. It is best practice to cut the cable to the correct length and then
terminate it accordingly. Some antenna kits are, however, supplied with pre-terminated connectors
and it may be necessary to retain the full cable length that should be “laid out” over a larger area
instead of being coiled.

If the provided cable is too short, where possible, a suitable cable of the correct length should be used
to replace it. Where an extension cable is required the correct method of joining lengths of coaxial
cable is the fitment of quality low loss connectors to each end of the cable maintaining the correct
impedance and loss properties throughout the total length. The consequences of the additional loss
should be considered particularly at frequencies above 400MHz. It may be more effective to find a
different location for the antenna to achieve a shorter cable run.

4.2.5.1. Routing of the antenna cable
Ensure that the cable is:

e properly secured but ensure that the cable is not strained or distorted, by excessive tightening
of cable ties for example routed in such a way as to avoid sharp bends
e not run in parallel with vehicle wiring wherever possible routed as far away as possible from
any electronic module
e Ensure that any trim panels do not trap, crush or distort the cable when vehicle trim is
replaced. Additional care should be taken when installing a glass mount antenna to the rear
screen of a hatchback type vehicle to allow the boot to open but to prevent damage to the
cable over a period of time. This may be achieved by providing a loop of cable across the boot
opening.
Special care should be taken when routing coaxial cable used with a high power radio system (see
section 2.3.1.1) due to the much higher risk of causing RF interference to the vehicle’s electronics.

4.2.5.2. Fitting of coaxial connectors

Fit the correct antenna connectors at each end of the coaxial cable. Crimp type connectors are
preferred and should be fitted using the correct ratchet tool. Ensure that all joints are both electrically
and mechanically sound and, if exposed to harsh environmental conditions, sealed to prevent ingress
of dirt and water.
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4.3. Installation of cables
Installation must follow the safety guidance in section 2. See section 2.6.1.4 for joining cables etc.

Do not attach any wire or cable to the vehicle fuel system and pipes or use a common hole through a
bulkhead.

4.3.1. Routing of power and control cables

For guidance on cable runs refer to vehicle manufacturers instructions where available, or, if not
available, seek expert advice and specification from client or customer.

Where possible all cables should pass under carpets and through trim or mouldings in such a way as
to ensure that any panels do not trap, crush or distort the cable when refitted. Use sleeving or cable
protection and cable ties where required.

Cables should be securely affixed so as not to distract the driver when the vehicle is moving. Similarly
adequate securing can avoid future failure due to fatigue from vibration.

Care should be taken to avoid strain on any cabling likely to cause broken connections.

Ensure that excess length of any cable tie used is cut flush with its locking mechanism to avoid
leaving sharp and potentially dangerous projections.

See section 4.2.5 if dealing with antenna cable.

4.3.1.1. Grommets

Whenever the cables pass through a bulkhead, a grommet must be fitted. It is always better to use an
existing hole rather than drilling another, provided it is in the right position, is large enough, and is
fitted with a grommet. The quality of the original seal should not be impaired.

4.3.1.2. Routing cables
Select a route for the cables preferably away from and/avoiding the following vehicle wiring

o safety-related electronic components e.g. ECU. the fuel pipe brake pipes control cables
controls

e pedal box steering column hot components - Note these may be cold during installation, e.g.
engine, exhaust, air conditioning etc.

¢ Moving parts should be avoided - Allow for the movement e.g. pedal travel etc.

Under no circumstances should any cables be attached to any of these mechanical elements

drive shafts

control pedals
control cables

shock absorbers
brake pipes or cables
fuel lines

Cables should be routed and supported so that they avoid

sharp edges

continual bending stress or strain,

abrasion,

extreme temperature

sharp bends

creating a hazard or distraction to the occupants of the vehicle running parallel to power cables
in electric/hybrid vehicles

e run parallel with equipment’s antenna cables
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4.4. Components of the installation
Typical components of a radio system may consist of the following items (see table 4 below)

Cellular Tracking or

Component GSM/3G PBR telematics
Handset/Cradle Yes Yes No

Slave Handset/Fist Yes Yes No
Microphone

Display Yes Yes Yes

Hands free Microphone Yes Yes Yes
Speaker Yes Yes Yes
Transceiver/Junction Box Yes Yes Yes
Remote Controls Yes Yes Yes

Power Loom Yes Yes Yes

Table 4 - Components of the installation

All components should be installed in accordance with section 2 and with the principal user in mind as
per section 3.2, with the following criteria met:

driver’s view of the road scene is not obstructed

has any required controls accessible without distraction

allows for easy insertion and removal of handset

does not impede vehicle controls, airbag etc as per section 2.5
is securely mounted as per section 2.6

4.4.1. Slave handset/fist Microphone

Ensure the handset is mounted in a position such that it can be lifted to the driver’s head height when
in a normal seated position.

Any cabling must not interfere with vehicle controls either when in use or stowed.
Handsets incorporating displays and controls should be located as per the points in section 4.4

4.4.2. Hands free microphone
Microphones are usually directional and need to be pointed towards the user to pick up speech.

Mount the microphone on a non-resonating panel in a position ideally not more than 50cm from the
user’'s mouth.

Ensure the microphone will work with the vehicle’s sun visor in all positions and is clear of all normal
driver movements.

Where possible the microphone should be installed near the front roof light cluster. Locating the
microphone on the pillar near the window may result in interference when it is in use should the
window be open.

Consideration must be given to avoid reflecting surface feedback to the microphone off pillars,
windows and so on. This can affect the echo cancelling features of the microphone’s audio pickup
leading to interference and poor performance.

The microphone feed wire should be routed as per section 4.3.1.
If routing the cable past pillar mounted airbags the cable run must be arranged so that airbag
deployment is not compromised.
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4.4.3. Loudspeaker
The loudspeaker should be positioned to provide an unobstructed audio path to the user and in such a
way to make certain that any vehicle occupant is not likely to suffer discomfort from excessive audio
levels.
To avoid the possibility of acoustic feedback the loudspeaker should not point directly towards the
microphone.
The distance between loudspeaker and microphone should comply with manufacturer’s
recommendation. Securely fit the loudspeaker to a firm surface or panel, see section 2.6

Consider any equipment behind the panel, e.g. airbag actuator, fuel cut-off switch, and the possible
adverse effect the speaker magnet’s magnetic field may have on it.

4.4.4. Microphone and loudspeaker positions
Microphone and loudspeaker positions should be selected to avoid audio clipping or feedback
problems that could be caused by the units being too close together the units directly facing each
other mounting the microphone on a resonating panel

4.4.5. Distribution boxes and transceivers

Where a distribution box and or transceiver are provided as part of the radio equipment they should be
securely fitted as per section 2.6

Allowance should be made for adequate ventilation for the equipment, especially with higher power
transceivers.

Where the equipment requires it consideration should be given to SIM card access.
Transceivers should not be operated without a connection to a safely installed antenna as per section
4.2. The various ancillary and auxiliary components should be connected to the distribution box or

transceiver as detailed in the manufacturer's instructions and following guidance in section 4.3 on
cabling.

4.4.6. Remote controls

Any remote controls, such as PTT, should be safely operable from a normal driving position as per
section 2.5 and 3.2.

4.4.7. External alert facility

Where an external alert facility (an external sounder) is provided the alert must not sound like a bell,
gong or siren. This is to comply with current Road Vehicle Construction and Use regulations.

4.4.8. Installation of auxiliary mobile equipment
This equipment is in addition to the normal radio communications equipment installed within the

vehicle. In many cases it uses the existing voice transceiver to communicate information. Examples of
auxiliary mobile equipment are given below:

Modem

Data terminal equipment
PC or PDA

Printer

MDT / MDU

Tracking and alarm systems
Navigation systems
Camera

Switches and sensors
Wireless audio connections
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All auxiliary equipment installed should be suitable for use in a mobile environment, see section 2.1.

Care should be taken when interfacing with the radio equipment to ensure both systems operate
correctly. All auxiliary equipment should be securely and safely mounted as per section 2.6

It is recommended auxiliary equipment and wiring is kept away from the antenna cable of the mobile
radio equipment.

4.4.8.1. Auxiliary equipment power requirements
In some cases auxiliary equipment can be powered from its own internal battery supply.

Where the equipment requires a power supply, then a separate fused supply should be installed as
per section 4.6.

When ancillary equipment draws power directly from the main equipment consideration must be given
to the rating of fuses and the existing wiring providing power to ensure each will handle the additional
current demand.

The equipment should be designed to handle the power requirements of the auxiliary equipment. See
section 4.6.3 regarding fusing

4.5. Audio muting and audio routing facilities

When an ICE mute is available and asked for by the customer the compatibility of the equipment must
be checked.

Care should be taken not to damage or compromise the existing wiring in the vehicle. Depending on
the equipment the muting and audio routing method may be one of the following:

¢ Manufacturer’s built-in interface harness that will require an additional interface lead

o Vehicle specific tele-mute lead, possibly incorporating power supply lead, that connects directly
into the vehicle radio wiring harness

¢ An interface unit on the ICE loudspeakers allowing the mobile radio equipment to use the ICE
speakers

e A direct mute line allowing the mobile radio equipment to be used with its own hands free
speaker

¢ A mobile radio equipment mute line operating a normally closed relay to switch off the ignition
feed to the ICE

4.5.1. Guidelines for removal, connecting & refitting of ICE

If an ICE system is to be removed to fit a mounting bracket or to connect a mute then care should be
exercised in utilising the correct and appropriate radio removal tools for that particular unit.

Always ensure that any CDs are ejected from the ICE unit before removing it, as they can become
jammed if the unit is inverted with discs inside.

As per section 3.1 ensure details for reinstating the equipment, such as a security code, are available.

ICE audio integration, mute leads

e When installing with the radio equipment a custom made unit, adapter or cable loom that mutes
the ICE audio when a call is being made, which includes the constant power feed, ignition
switched power feed or ignition sense and earth lead, the following checks should be made to
ensure everything is compatible:

vehicle make and model and build year the ICE system being connected to

the equipment being fitting i.e. hands free car kit model

the permanent and switched feeds should be checked

i.e. permanent is constant voltage and the switched feed off when the vehicle ignition is
switched off
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¢ all equipment earth connections remain earthed to the vehicle when the ignition is switched off
correct fuses should be used in the power cables

o the fuse ratings are correct for the application

o the cable/fuse rating of the muting device must be checked to ensure compatibility with the
equipment being installed. Some high power communication equipment is not suitable to be
used in conjunction with mute leads as the power rating required is higher than the ignition
feed in the mute lead can provide.

No other additional accessories should be connected to any of the leads used in the audio integration
installation.

The installation instructions of the lead being installed should be consulted and followed carefully at all
times. Use of the lead may include specific configuration requirements so be particularly careful with
this if needed.

Wiring harness checks

Once the ICE unit has been disconnected from the vehicle on the vehicle’s wiring harness plug, using
a multi-meter, ascertain and note the location, voltages and state of:

¢ the permanent live ground or earth ignition sense (if any) audio mute
e any other connections (for example CD changer, etc.)

In some cases when installing aftermarket equipment there may be wiring connectors which are not
utilised. Ensure any unused connections are fully insulated and cannot short to other components,
ground/earth or metal parts.

Warning tones & ICE

It should be noted that some vehicle models present warning tones, for example reversing sensor
tones, seatbelt warning tones, etc., through the ICE system.

The warning tones may not be presented when the ICE is muted or audio being routed through from
the installed device

The customer must be made aware of this prior to installation and noted on the installation report form
Correct operation of warning tones should be verified during the testing of the install see section 5.3.2

Reconnecting ICE

Once the lead is fitted, before connecting the ICE, checks should now be performed to ensure the
signals and voltages shown by the tests carried out in section 4.5.1.2 (Permanent live, ignition sense,
earth etc.) are replicated accurately on the correct pins.

Should the lead being fitting be pre-terminated for the equipment being installed, it should be verified
that the pin-outs are correct before connecting.

Once these checks are carried out, the ICE unit may now be reconnected, refitted then tested for
correct functionality.

4.6. Equipment power source

Vehicle manufacturer’s instructions must take precedence where they give details on the provision of
a power supply for communication and ancillary or auxiliary equipment.

Power connections should not be made to any ECU feeds under any circumstances

Vehicles are being produced with CAN bus/multiplex/fibre optic wiring systems and caution should be
taken when sourcing a suitable power supply. Also see section 2.7.1 regarding SVA.

See section 2.2.4 for specific advice on specialist vehicles.
See section 4.4.8.1 for additional power requirements should auxiliary equipment also be installed.
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4.6.1. Equipment with high current rating
Where the equipment or multiple pieces of equipment combined have high power consumption then
this may compromise the operation of the vehicle and original vehicle battery.

The vehicle should be specially adapted and the capacity of the battery and charging circuit increased
to meet the current requirement of any additional equipment, for example fitting a higher capacity
battery and/or the installation of a split charger and second auxiliary battery.

See section 4.6.3 regarding fusing.

4.6.2. Provision of a dedicated/permanent power supply cable

Unless otherwise indicated by the vehicle manufacturer a dedicated supply cable should be used for
the mobile installation.

If the power source is from a power distribution point other than the battery it must be adequately
rated so that the collective current drawn does not exceed the rating of the distribution point.

The supply cable from the radio equipment should approach the battery in such a way that when
terminated the two wires cannot be inadvertently reversed e.g. one wire is shorter than the other.

It is recommended that unless a moulded twin supply cable is used then the two supply lines be run
together along their length in order to reduce induced noise.

4.6.21. Installing power supply cable
When fitting a supply cable, the following should be considered:

e heavy duty cable should be used on long cable runs to minimise voltage drop

¢ the cable should be of a higher current capacity than the protection fuse and the correct fuse
fitted the cable should be as short as possible

e routing and mounting of the cable should follow advice in section 4.3.1

o the supply cable run should, where possible, be separate from that of the ICE equipment
control cables, although they may pass through the same holes in the chassis and body for
ease of fitting.

e Suitable grommets must be fitted if additional holes are drilled see section 2.11

e the power cable should be sited away from ignition coil, HT circuits and ECUs, antenna coaxial
cables and, where possible, other vehicle wiring.

4.6.3. Fusing

The power supply cable should only be fused in the positive power line with the fuse located as close
as possible to the battery or power source.

Fuses must not be used in parallel as a means of obtaining a higher rated supply.

For external connections use water-resistant fuse holders and ensure fuses comply with the
equipment manufacturers recommended rating and type.

Fuse ratings must not be increased to accommodate higher power equipment to such a point that the
wiring of the vehicle and/or the equipment is no longer protected.

4.6.4. Negative Feed Connection

In the case of negative earth return vehicles, the negative power line should not be fused. It should be
connected to the vehicle body as close as practical to the point at which the battery-to-body
connection is made.

Do not connect the negative power line directly to the battery.
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For heavy commercial vehicles (>7.5Tonne GVW) only, and those vehicles with tilting cabs where the
cab may be isolated from the chassis by rubber mountings, a ground point is provided by the vehicle
manufacturer within the cab to provide battery to cab grounding. Generally this is located within the
main fuse box. It is recommended that this point be used for installations in this instance.

With certain equipment it may be necessary to connect the negative supply line to a local earth point.
In this case an existing vehicle earth point must be used.

4.6.5. Sourcing ignition sense
Many types of equipment have provision for ignition sense.

The ignition sense facility can enable the equipment to be powered on and off with the ignition. It
should be noted that some equipment can be programmed to have a "delay off" function to allow it to
remain on for a set period, after the ignition is switched off. See section 2.7 for information regarding
using the CAN bus to provide an ignition sense.

4.6.5.1. Provision of ignition sense from an ignition feed

There may be no ignition sense present on the vehicle’s original wiring harness plug to which the
equipment is connected. When this facility is required the equipment’s ignition sense should be
connected to a positive feed controlled by the vehicle’s ignition switch, where such a suitable feed is
available.

Consult with the vehicle manufacturer to determine a suitable source feed for ignition sense.

If the ignition sense facility is not required it still may need to be connected to a permanent positive
supply to ensure the equipment functions. Follow equipment manufacturer’s instructions and
recommendations at all times.

In either event the ignition feed to the equipment must be via an in-line fuse of the correct current
rating.

4.6.5.2. Provision of an ignition feed

If equipment is solely powered from a positive feed controlled by the vehicle’s ignition switch the feed
must be checked to ensure it can supply adequate current for both the equipment being installed and
other vehicle or supplementary equipment connected to it.

Consult with the vehicle manufacturer to determine a suitable ignition feed.
The ignition feed to the equipment must be via an in-line fuse of the correct current rating.

4.6.6. Vehicle supply greater than 12 volt

A 12 volt tap must not be taken from the batteries of a vehicle that has a supply greater than 12 volts.
Where a vehicle has a supply greater than 12 volts then it is essential that either the equipment is
rated for the higher voltage or a suitable regulator or converter is used that will provide the nominal
supply voltage and current for which the equipment is designed.
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4.6.6.1. Voltage regulator/converter

Any regulator used must be compliant with requirements in section 2.2. Also, if applicable, see
section 4.6.7.1

A means of switching off the regulator or converter must also be provided. This can be via the ignition
feed acting as a sense, direct switching from the mobile radio, a master switch or some other means
agreed with the customer. Where a customer requests that the convertor is to be connected to other
than a switched source or ahead of any isolation switch, then this should be specifically noted in the
installation instructions and on the completed job sheet, with a note that it is at the customers express
request.

The supply cable to the regulator or converter must be as short as practicable and suitable fuses
should be fitted to the input and output leads as close as possible to the supply.

The converter unit must be securely mounted in accordance with the manufacturer’s instructions.
Unless the converter unit is suitably environmentally protected it must be located in a dry and well-
ventilated position.

4.6.7. Isolated power supply

The installation of the mobile radio equipment should be carried out to maintain the integrity of the
vehicle isolated power supply.

4.6.7.1. 24V or higher isolated supply

When a 24 volt, or higher, supply is used on an isolated return vehicle system, a suitable DC
converter, providing DC isolation, i.e. no DC continuity between battery and output, must be used.
After fitting the converter, it must be verified that isolation has been maintained, see section 4.7.2.1.

NOTE - when a vehicle has a 24VDC operating system, at no time should equipment be installed to
operate of ‘half of the battery supply’ (12 VDC ), in every instance a proper DC/DC convertor of correct
power rating must be installed.

4.7. Basic checks of an installation

Once physical installation of equipment has taken place it should be checked. The installation must be
safe prior to applying power for further checks.

4.7.1. Equipment power supply checks

The equipment power supply checks should be undertaken prior to power being applied to the newly
installed equipment.

The power source should be checked for reversed polarity prior to connection to the installed
equipment. Fuses should be verified to ensure that they are the correct rating for the installation.

4.7.2. lIsolated supply system checks

Where there is an isolated supply system, it must be ensured that the installed equipment has not
degraded the insulation between each terminal of the battery and chassis, i.e. positive to chassis and
negative to chassis.

Continuity checks, carried out with a suitable multimeter, between the positive and negative supplies
and the vehicle chassis must be carried out before and after installation to ensure isolation of the
power supply is maintained.

The checks should be carried out with the isolation switch in the on position.
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4.7.21. Isolated converter or regulator checks

Where a converter or regulator is used, ensure the fused supply to the converter is capable of being
switched off. This can be achieved using the isolating switch or via the ignition switch.

4.8. Testing Antennas

It is important to test the antenna installation when complete to ensure that it is operating effectively.
This may also involve tuning the antenna for a mobile radio or specialist installation.

Installation type Continuity VSWR test
Cellular GSM/3G Asset R ded test
Tracking and AVL ecommended les
Simple antenna* with YES An antem.']a analyser
pre- terminated (See section 481)
Cellular GSM/3G Asset
Tracking and AVL Recommended test
Panel mount or other YES An antenna analyser
antenna with installer fitted

connector (see section 4.8.1)

It is compulsory to test VSWR.
YES This may involve tuning the

Mobile Radio, PBR & TETRA
antenna to match frequency.

Table 5 - Antenna Test Requirement

Ensure the antenna radiating element is of the type and length specified by the manufacturer for the
relevant frequency in use. It should be noted that most antennas for cellular GSM/3G radio operation
are pre-tuned and not adjustable.

4.8.1. Antenna DC tests

Before connection to the equipment the antenna system should be DC tested at the equipment end of
the coaxial cable for continuity and to ensure there is no short circuit.

A DC continuity check is not possible with a fully encapsulated antenna as the protective cover must
not be broken in order to undertake the test.

The resistance will depend on the length of the co-axial cable running between the connector and the
aerial base. Typically for a motor car it should be less than 0.2 Ohms for the connector body to aerial

base, or ground plane, measurement and 0.3 Ohms for the centre-pin to radiating element, where it is
possible to take this measurement.

For reference resistance measurements of RG58, the typical 50 Ohm co-axial cable used and
supplied as an integral part of aerial bases, indicate a resistance per metre length of approximately 15
milliohms for the cable’s screen and 50 milliohms per metre length for the inner conductor.
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The tests are as follows:
Centre conductor continuity check

¢ low resistance between the centre pin of the coaxial connector and the antenna radiating
element (less than 0.3 ohm)

e Earth continuity check

¢ |ow resistance between the body of the co-axial connector and vehicle earth/ground plane

o (less than 0.2 ohm). This test is applicable to standard body mounted antennas.

Short circuit check

¢ In the case of a simple panel-mount quarter-wavelength aerial there should be no connection
between the centre pin and body of the co-axial connector.

Note that some types of antennas present a DC short across the coaxial cable, for example some
glass mount, centre tapped, end-fed half wave etc. In this case and where possible the cable should
be disconnected from the antenna and checks for continuity and no short circuit carried out before
reconnection to the antenna.

Active GPS antennas can, dependent on make of unit, present a resistance (usually 300 to 400 ohm)
between centre conductor and connector body. Check with manufacturer for specification. For ‘GPS
Mouse’ (combined receiver/antenna unit) type only a functional test needs to be carried out, see
section 4.8.3.

For an antenna with ’‘phantom’ power feed, do not connect it to the equipment if there appears to be a
short circuit fault as this may cause damage to the equipment concerned.

Consult the manufacturer’s installation instructions for guidance where applicable.

4.8.2. VSWR measurements and analysis for transmitting antennas

A VSWR test is either recommended or mandatory depending on type of installation (see matrix table
in section 4.8). This is due to the variation on measurement and adjustment that can be undertaken for
different equipment using different radio frequency bands. For example a GSM mobile phone antenna
usually does not provide any scope for measurement or adjustment being already tuned by the
antenna manufacturer.

In the case of a more complex installation whereby a tuneable antenna or a multiple antenna system
is employed, VSWR must be carried out.

The VSWR measurement should be taken using a calibrated tester suitable for the frequency band
and RF technology and power of the radio installation. A suitable antenna tester may be either:

e a VSWR meter capable of producing a VSWR result at expected RF power level of the
installation

e athrough-line wattmeter capable of measuring both the forward and reverse RF power levels
of the installation and a chart to determine VSWR from the obtained results

For digital radio systems which use a pulsed RF carrier, for example GSM, 3G and TETRA, it may be
more beneficial to use an antenna analyser that works independently of the installed transceiver. This
device is self contained so does not require the radio equipment to transmit, as would be the case with
a more traditional power meter. The analyser connects directly to the antenna under test and
generates a low level RF carrier at the required frequency in order to measure the VSWR.

Analysers are suitable for analogue and digital systems whereas the traditional power meter is only
suitable for analogue systems.
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4.8.2.1. Undertaking VSWR test

With all vehicle doors, bonnet, boot, etc closed check the match of the antenna using the tester. The
VSWR should be 1.5 to 1 or better (i.e. less than 1.5:1) when measured in the mobile transmit (uplink)
band.

e For an internal window mounting or covert type antenna for cellular GSM/3G this limit may be
increased to 2.0:1.

o For mobile radio covert antennas the limit may be higher — if necessary consult the antenna
manufacturer for guidance.

If the result obtained is outside of these limits then the antenna and its installation should be inspected
to find the cause of the high VSWR, rectified and then re-tested to ensure it meets the relevant limit.

Note that when reviewing the results of a VSWR test consideration should be given to the calibration
accuracy of the meter and the test location. For example sometimes it is possible to obtain erroneous
readings when testing a cellular GSM/3G antenna installation in close proximity to a base station. If
the initial reading is not consistent with expectations it may be worth moving the vehicle to a different
location and carrying out another test.

The final value obtained should be recorded on the installation report.

4.8.3. Testing GPS antennas

As a GPS antenna is an active receive type it must not be connected to any type of transmitter
including an antenna analyser. It is therefore not possible to carry out a VSWR check.

o GPS reception requires that the antenna has a clear view of the sky in order to function. This
may require the vehicle to be moved out of the workshop but see section 5.3.6 regarding road
testing and adequate insurance.

e The recommended method of checking the GPS antenna is having completed the DC
continuity tests connect it to the GPS receiver and check for satellite acquisition or examine
receiver system diagnostics.

Note that it may be necessary to ask the customer to assist with this process as it could require user
authorisation to log on to the network or system to obtain the relevant diagnostic information.

As a further measure the installed GPS antenna could be checked for satellite acquisition against a
reference magnetic mount GPS antenna placed adjacent to the installed antenna. This is then
temporarily connected to the GPS receiver and results compared.

For a GPS Mouse (combined GPS receiver/antenna unit) type a functional check should be carried
out. With the GPS Mouse connected to the terminal equipment check for satellite acquisition or
examine system diagnostics.

4.9. Power up testing
These tests should only be done when the installation and checks in section 4.7 are complete.

Additional checking of transportable equipment may be necessary due to the internal battery supply
that may be fitted. In these cases the power supply lines and fuses should be checked independent of
the portable equipment.
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4.9.1. Transmitter output power

This section refers particularly to higher power, as per section 2.3.1.1, and PBR equipment
installation. The power output from the transmitter should be measured using an RF wattmeter
connected temporarily to the transmitter output coaxial socket. The measured power should be
checked with the licence conditions and vehicle manufacturer’s stated power limit.

If the imposed limit stipulates ERP this should be calculated from the transmitter output power and the
known antenna gain and feeder loss.

For example the radio licence conditions may grant 25W, but the vehicle’s manual only stipulates 10W
max for a transmitting device. In this case checking against the licence conditions might actually be
invalid, therefore the vehicle manufacturer’s power limit must take precedence and the installation
should not be commissioned if the power limit is exceeded.

4.9.2. Equipment using ignition sense

Where an ignition sense is used, ensure the mobile equipment turns off when the ignition is switched
off. This test should be carried out with the in-car entertainment unit switched on and repeated again
with the unit switched off.

4.10. Reassemble vehicle

Care should be taken not to damage trim, the vehicle interior and other panels during refitting. When
re-fitting panels and trim, ensure all cables are not trapped or damaged.

Check that cables will not run below panel screw fixing positions where the screw could snag the
cable.

Ensure that all items and vehicle fitments removed or disturbed during installation of the equipment
function correctly when refitted. This may include items such as the following

the glove box opening/closing, sun visors, storage compartments, cup holders
See section 2.9.2 if the vehicle battery has been removed during the installation.

4.11. Uninstalling equipment

This section covers the removal of equipment from a vehicle, when no further equipment will be
installed in that vehicle. The equipment may be reused in another vehicle or not depending on the
circumstances.

4.11.1. Aims of equipment de-install

It is essential that once the equipment is removed, the vehicle is left in a safe and serviceable
condition. Very often, the customer will want the minimum amount of work carried out in order to
reduce the cost to de-install the equipment, which may only be disposed of anyway.

The work required should be discussed with the customer at an early stage to determine if the
equipment is to be re-used and if so, whether the wiring loom and other fittings are required to be
retained.

The installer should always be aware that he has ultimate responsibility to leave the vehicle in a safe
condition and any work required to achieve this should be included in the customer discussion and the
job contract.
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4.11.2. Equipment de-install procedure

If the equipment is to be re-used at a later date or re-fitted as part of a de-install/re-install job then, if
practical, a functional test should be carried out to ensure that it is working correctly prior to it being
removed. Any problems should be recorded on the installation report for future reference.

An installation report must be completed for the vehicle, pre-checks should be made and any defects,
whether with the equipment or the vehicle, noted on the report prior to work being started, refer to
installation pre-checks section 3.3 and 3.6.

After the equipment has been removed and work on the vehicle completed, a further functional check
of the vehicle systems should be made and noted on the installation report.

The installer should:

Ensure that any power cables left in the vehicle have the fuses removed and the open ends
insulated

Ensure that any connections made to a CAN bus that were part of the installation have been
removed and that the bus wiring is properly insulated to retain its integrity

Before removing a glass mount antenna, check the screen for any chips or cracks in the
immediate and near vicinity of the mounted components

Any attempt to remove these parts from a damaged screen could result in a major failure of the
glass

Where a body mount antenna is fitted consider whether, if removed, the remaining hole can be
effectively sealed.

Unless the vehicle is to be refurbished, it is usually advisable to leave the antenna base on the
vehicle.

Remove any mounting brackets or hardware that if left in the vehicle could cause injury to the
vehicle users or create a hazard to any load being carried

Determine correct disposal of any unwanted equipment, see section 2.3.2

Units may contain a data log stored on in-built hardware or on removable flash memory — the
customer should be consulted to determine a satisfactory disposal policy

Any radio equipment to be disposed of should have any frequency or other user specific
parameters erased before disposal

(In the case of GSM or 3G equipment, this could involve removal of the SIM card and erasing
memories and call data information)

Some equipment has a factory reset option that reverts the item back to a ‘factory shipped’ condition
by erasing all memories and settings.
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5. Test and final Inspection
Before the vehicle is handed back to the customer the installation should be verified.

5.1. Vehicle and site check

A visual check must be made to ensure that tools, items excess to requirement, waste and other
debris not required by the customer are cleared from both the vehicle and the site and subsequently
disposed of in the correct manner, see section 2.3.2 regarding WEEE obligations.

5.2. Installation Checks

For vehicle inspection it is recommended a check list system is used to ensure a consistent standard.
It also must be taken into consideration that several checks, which are not necessarily on the
checklist, such as door, boot, bonnet and seat belt operation should be performed at this time.

e Check that the installation is in accordance with the customer's requirements and complies with
all the recommendations given in this Code of Practice.

o The make, model, serial, mobile user number of the equipment and the type of antenna should
be recorded.

e The antenna VSWR should also be recorded and where appropriate the output power from the
mobile transmitter.

¢ All functions of the equipment should be checked, see section 5.3.

e A separate test report on the functions may be needed for the different types of equipment i.e.
PBR, cellular GSM/3G, TETRA.

e The installer should sign the post-installation report to confirm that the work has been carried
out and the installation tested. The vehicle may be released as per section 6 and the customer
should then sign to state that the work has been carried out to their satisfaction.

The post-installation form may include the following statement:

“This equipment has been installed in accordance with the customer’s instructions and complies with
the Code of Practice unless detailed below.”

The pre- and post-installation report may be combined on one form. Examples of such forms can be
found in Appendix B.

5.3. Final Tests

Once the installation has been checked, the vehicle can be tested to ensure nothing untoward has
occurred due to the work undertaken.

5.3.1. Static tests of vehicle and equipment functions

After the installation has been completed tests of both vehicle and equipment functions must be
carried out.

These tests must be done to ensure that there are no interactions between different items of installed
equipment and that no item of equipment interferes with any of the vehicle’s electrical or mechanical
functions.

The results of all tests should be recorded.
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5.3.2. Checks to be undertaken during final testing of installation

Checks should be made for interference to and from electrical and electronic equipment in the vehicle
when the radio equipment is in standby, receive and transmit modes.

Test calls should be made in both transmit and receive modes to check all functions of the mobile
radio equipment wherever possible.

It is particularly important to check for the correct operation of vehicle electronic systems while
operating installed transceiver units. EMC problems might be indicated either by warning lights on the
vehicle’s instrument cluster or by changes in direction indicator speed or engine RPM, both indicated
and actual.

Include the vehicle’s ICE system in the testing. If the installation has included fitting an audio mute
system ensure that any of the vehicle’s warning tones presented through the vehicle’s ICE are still

functioning when the radio equipment is in use. Inform the customer if this is not the case and take
expert advice if this problem needs to be resolved.

5.3.3. Vehicle’s engine and ignition during testing

All tests should be carried out for the correct operation of all installed equipment with the engine
running at fast idle (approximately 1500 RPM) and with the vehicle stationary.

Suitable exhaust extraction must be used if the tests with the engine running are carried out inside a
building.

See section 5.3.6 for information on undertaking road testing.

5.3.4. Dealing with problems found in final testing

If the installed system causes interference to the normal operation of the vehicle the system shall be
deactivated until the system manufacturer advises suitable corrective action.

Although aftermarket equipment may have been tested against the relevant EMC specifications prior
to coming to the market it may still generate narrow and broadband emissions of sufficient amplitude
to cause interference to radio reception.

With analogue voice radios this interference may be heard as distortion, noise or whistling
superimposed on the incoming signal.

For digital voice or data services the effects of the interference are more difficult to ascertain and may
result in intermittent denial of service depending whether the vehicle is located within a good or poor
service coverage area.

Interference may be visible on the signal strength (RSSI) indicator on some radio terminals whilst the
service is being blocked. Such interference may be perceived as a loss in service or coverage by the
customer.

If any interference occurs then every effort should be made to locate and rectify any installation
problem that may be the cause. Section 4.2.1 may be beneficial in this respect.

If a problem is found and cannot be rectified, and it is suspected that the equipment or vehicle is out of
specification, then the appropriate manufacturer, agent or supplier should be consulted.

If after following the advice of the manufacturer, agent or supplier the problem with the vehicle still
exists, it should be noted and the customer must be advised.

Under no circumstances should an attempt be made to modify any device or system that is being
affected by EMI.
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5.3.5. Road testing

Provided that the static post-installation tests have shown both equipment and vehicle to be operating
correctly then on-road testing of communications and other installed equipment is generally
considered unnecessary. Post installation road testing should, however, always be considered to
ensure that there are no adverse EMC effects between the installed equipment and the vehicle
systems.

The decision to road test is influenced by the following parameters:

o the type, complexity and end use of the vehicle knowledge and experience of the installer
vehicle manufacturer’'s recommendations

the type of installed equipment

equipment manufacturer recommendations frequency band

RF power

antenna type and location customer requirements

5.3.5.1. Requirements for undertaking a road test safely
Should on-road testing be required it must

e Only be carried out with the vehicle owner’s permission
¢ Only be undertaken if a suitably qualified and insured driver is available
o Safety dictates that road testing should be a two-person operation where applicable. Ideally the
person carrying out the tests should not drive the vehicle at the same time.
Wherever possible the usual driver of the vehicle should take part in the road test. This will provide an
additional degree of quality assurance in that the driver is familiar with the vehicle and can better
check if there is any degradation of vehicle performance.

5.3.6. Recording findings of a road test
The results of all road testing should be recorded.

Where on-road testing has not been carried out, and in particular where it has been recommended to
the customer, a statement to that effect should be included in the installation report and signed off by
the customer.
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6. Demonstration and Customer Training

Correct operation of the equipment and all the facilities of the installation should be demonstrated to
the customer, user or nominated representative and relevant documentation handed over.

6.1. General

In the case of a PMR installation the customer may be instructed on the correct procedures to be used
over the air, i.e. use of call signs, messages to be kept brief and to the point and, where appropriate,
to monitor the channel before passing a message.

6.2. Safety instructions

The customer should be instructed to operate the equipment with caution until satisfied with its
operation in the vehicle and that there are no issues with the installation.

The end user should be encouraged to only use the equipment when it is safe to do so.

Where antennas, especially those connected to high power equipment, have been fitted to a vehicle
the customer and end users should be informed not to touch the antenna when the equipment is
switched on.

6.3. Handing over

Along with the vehicle and keys all documents associated with the installation and conformity of the
equipment should be handed over to the customer together with any special instructions to do with the
installation. The customer should sign to state that the installation is satisfactory.
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Appendix A: Installation Process Flow Chart

1. Installation planning

2. Pre-installation check

3. Installation.

4. Post installation check

5. Final inspection

6. Completion of job

Installer receives job details and prepares paperwork
for installation including customer details, equipment
details, vehicle details, special requests and contact
numbers. Refer section 2 of Code of Practice

Installer on-site or customer arrives at location, check
equipment is available and discuss all aspects of
installation with the customer. Check equipment
suitability and completeness. With the customer, the
pre-installation checks are made and equipment
location agreed. Customer or authorised officer signs
paperwork as agreement with conditions for installation
to proceed. Refer section 3 of Code of Practice

Installation is carried out as per guidelines.
Refer sections 4.1 to 4.6 of Code of Practice

Installer conducts all post installation checks and
reassembles vehicle with final checks before advising
customer the job has been completed.

Refer sections 4.7, 4.8 & 5 of Code of Practice

The vehicle and installation works are checked with the
customer and final post installation checks are
completed. Operation of the equipment is demonstrated
to the customer and all functions explained.

The paperwork is completed with any remarks from the
customer and installer before final sign-off by the
customer or authorised representative.

Refer section 6 of Code of Practice

Installer completes internal paperwork, making specific
notes on any areas of concern from either the customer
or the installer so that they will be held on file in case of
future issues.

If the equipment has not been tested fully this must be

noted on the file and also that the customer has agreed
to take the equipment without any final ‘on air’ testing.
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Appendix B: Sample form — vehicle check list

Job Number: ........

Mobile Installation Check List
Date start: ...............o.....l.

Installation location: ... Customer & Ref. No: ...

RV 4= a1 To7 1= 1Y/ LY=o o 1Yo T LY

Reg. Number: ... ..o

VIN NUMD L . e

Instruction / Type of equipment:

Table 1. Mark the table: N (Not applicable), v/(Pass - OK), X (Fail).

Column A = Pre-fit, B = Post fit, C = Re-test if necessary

Checked ltem A | B | C | Checked Item A B | C | Checked Item A B |C
Side Lights Clock Electric windows

Headlights dip/main Dashboard lights Electrical aerial

Spot/fog lights Dash warning lights External bodywork

Stop lights Entertainment unit Head lining

Reversing lights Wipers front/rear Internal trim & seats

Boot/tailgate lights Screen wash Engine Speed

Indicators left/right Headlamp wash/wipe Rev’ & speed meters

Courtesy lights Horn Lights & Siren

Hazard indicators Central lock & alarm

Notes:

Engineer’s Signature: ..............cooiiiiii, Customer’s Signature.............cooviiiiiiiiiiiiiinenen, (For vehicle arrival)

Table 2. Complete the following table, listing all equipment installed or removed. Also describe the installed equipment location.

Equipment Manufacturer — Model number — Serial number — E-Compliance number — RF Output power (Watts)
Transceiver 1 | RF O/P:
Location:
Transceiver 2 | RF O/P:
Location:
Control Unit(s)
Location:
Aerial & Base 1 Type & Location VSWR 1:
Aerial & Base 2 Type & Location VSWR 1:
Aerial & Base 3 Type & Location VSWR 1:

Loudspeaker Type & Location
Location:
Location:

Notes:

Engineer’s Signature: .............ccoiiiiiiiiie
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